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1. Scope	
This	 whitepaper	 analyzes	 DDoS	 (Distributed	 Denial	 of	 Service)	 attacks,	 its	
scope,	 types,	and	the	 impacts	 it	creates	 to	organizational	capabilities.	Also,	 it	
tries	to	explore	at	best	practices	to	protect	networks	and	services	from	DDoS	
attacks,	by	proactive	and	reactive	measures.		

	

2. Introduction	
DoS	 (Denial	 of	 Service)	 attacks	 means	 service	 denial	 by	 interrupting	 certain	
services,	 functionalities,	 and	 traffic	 through	 various	 technical	 methods.	 This	
type	of	attack	prevents	or	 impairs	the	authorized	use	by	making	the	business	
service	unavailable	for	legitimate	users.		Here	the	origin	of	the	attack	mostly	is	
one	or	a	 few	sources,	 and	 the	attack	 size	may	be	minimal,	but	 the	 impact	 is	
significant.	

However,	DoS	took	a	different	turn	and	form	during	last	few	years,	where	the	
source	 of	 an	 attack	 become	 extremely	 distributed,	 in	 a	 very	 co-ordinated	
manner	 with	 a	 common	 goal	 in	 the	 target.	 The	 DDoS	 (Distributed	 Denial	 of	
Service)	attack	uses	a	huge	number	of	source	computers,	which	are	malware	
infected,	 and	 is	 under	 the	 control	 of	 the	 attack	 originator	 or	 the	 force	 that	
executes	 the	attack.	The	 recently	executed	DDoS	attack	of	 the	size	of	1	Tbps	
was	with	the	use	of	malware-infected	smart	devices;	that	might	have	included	
CCTV	cameras,	recorders,	thermostats,	routers	and	Cars.	

In	most	of	the	cases,	a	DoS	(Denial	of	Service)	attack	uses	one	computer	and	
one	 Internet	 connection	 (or	 a	 few),	 and	 a	 DDoS	 uses	 multiple	 computers	
(devices)	 and	 Internet	 connection,	 that	 spread	 across	 the	 cyber	 world,	 and	
without	any	geographic	limitation.	

	

	

	



	 	
	

	

3. Why	someone	DDoS	you?	
Any	organizations	in	the	world	can	be	under	a	DDoS	attack,	irrespective	of	its	
size,	 nature,	 geographical	 location,	 and	 sector.	 The	 easiness	 of	 triggering	 an	
attack	 and	 the	 increased	 realization	 of	 the	 potential	 gains	 for	 the	 attackers	
added	to	the	alarming	rise	 in	 the	execution	of	 the	attacks	 in	 the	recent	past.	
Big	organizations	were	at	the	receiving	end	in	the	past,		even	though	they	have	
reasonable	 maturity	 in	 their	 cyber	 security	 measures.	 Those	 attacks	
interrupted	 services	 for	 hours	 and	 days.	 Identification	 or	 the	 origin	 of	 the	
attacker	or	the	force	behind	is	still	unknown.	

More	 cases	of	DDoS	attacks	did	not	 come	 in	 the	public	 spectrum	due	 to	 the	
obvious	 aspects	 of	 defaming,	 and	 reputational	 challenges.	 In	 some	 of	 these	
cases,	attacks	might	have	subsided	after	paying	a	ransom!	

So,	why	someone	to	attack	you?	Why	not	 they	 target	your	competitor?	Why	
not	your	neighbor?		

	



	 	
	

	

	

	

	

	
➢ Blackmail:	By	bringing	down	or	impacting	the	service	for	few	minutes	to	

hours,	 someone	wants	 to	prove	 that	you	are	at	 their	mercy.	With	 that	
impacting	 your	 business	 or	 services,	 they	 are	 expecting	 that	 you	 are	
ready	 to	 do	whatever	 they	wanted	 to	 get,	 out	 of	 this	 exercise.	 It	 is	 a	
force	on	you,	to	get	something	done	by	somebody	else,	which	in	most	of	
the	 cases	 is	 to	 get	 financial	 gains.	 Alternatively,	 in	 some	 cases,	 the	
objective	could	be	some	other	intentions	of	the	blackmailers,	which	you	
have	the	capability	to	get	done.	
	

➢ Ideological	 or	 hate	 attacks:	 Difference	 of	 ideas	 between	 you,	 and	
someone	 else,	 who	 possess	 some	 entirely	 different	 thoughts,	 which	
openly	or	indirectly	confronted	earlier	or	has	the	potential	to	go	against	
each	 other	 later.	 Attackers	 do	 not	 like	 your	 ideology	 or	 belief	 or	
thoughts,	and	the	easiest	mode	of	operation	for	them	to	work	from	the	
dark	 is	a	DDoS	attack,	 through	which	 they	want	 to	make	you	silent,	or	
they	want	to	prove	that	they	have	the	upper	hand.	
	
	

➢ Competition:	A	competitor	who	thought	of	bringing	you	down	during	a	
key	business	activity	or	season	brings	can	be	another	source	of	a	DDoS	
attack.	 Your	 failure	 can	 be	 a	 business	 advantage	 for	 your	 competitor;	
that	could	be	the	motive	behind	this	kind	of	attacks.	
	

➢ Politics:	In	some	cases	governmental	or	private	institutions	can	be	under	
DDoS	attack,	as	part	of	a	political	 revenge	or	agenda.	State	actors	may	
be	openly	or	anonymously	behind	those	attacks.	In	certain	cases,	it	may	
be	an	organizational	or	 individual	political	vendetta,	but	 in	many	cases,	
the	 DDoS	 could	 be	 Arsenal	 in	 the	 armory	 of	 a	 declared/non-declared	
Cyber	War	 between	 nations.	 Terrorist	 or	 extremists	 organizations	 also	



	 	
	

	

could	 be	 behind	 these,	 or	 sometimes	 hacktivists,	 who	 ran	 the	 war	
against	certain	nations!	

	
➢ Electronic	Protests:	 	A	 recent	action	or	decisions	by	your	organization,	

state	or	community	is	not	liked	or	agreed	by	someone	else,	might	have	
triggered	a	DDoS	attack.	

	 	
	
	
	
	
	
	

➢ Disgruntled	 employee/individual:	 Considering	 the	 easiness	 and	
anonymity	of	a	DDoS	attack,	a	disgruntled	(past/present)	employee	may	
trigger	a	DDoS	attack,	to	release	their	anger	against	the	firm.	
	

➢ Smokescreen:	Many	cases	what	has	been	noticed	by	security	experts	is	
that	 the	DDoS	attack	 creates	an	environment	where	everyone	 focused	
on	the	services	and	its	recovery	part,	but	a	more	damaging	act	going	on	
in	 the	 background	 by	 the	 perpetrators.	 It	 could	 be	 a	 data-exfiltration,	
lateral	 movements,	 permanent	 damages	 to	 the	 data	 and	 services	 and	
hidden	presence.	

	



	 	
	

	

➢ Probing:	 Attackers	 try	 to	 test	 their	 capabilities	 initially	 with	 a	 sample	
attack,	 till	 they	 are	 fully	 ready	 for	 a	 more	 powerful	 and	 continuous	
attacks	on	organizations.	Also,	 they	may	want	 to	 know,	how	good	you	
are	 in	 the	 incident	 response	 capability,	 and	 what	 procedures	 you	 are	
following	 after	 an	 incident.	 Expense	 management	 of	 the	 testing	 also	
better	 done,	 by	 this	 way	 where	 the	 attacker	 assess	 Return	 on	
Investment	(ROI)	of	the	attack.	

	
➢ Experiment	&	Prestige:	These	 are	 attacks	without	 any	 specific	 reason,	

but	rather	an	application	of	what	somebody	learned	(on	how	to	execute	
a	DDoS)	or	to	show	their	skills	in	Cyber	Attacks	or	Cyber	Security.	Certain	
cases	groups	of	attackers	challenge	each	other	to	which	they	point	their	
attention	to	the	certain	specific	target.	

	
	
	
➢ Internal	 Issue/Action:	 	A	marketing	 campaign	 that	was	not	planned	or	

communicated	 in	 advance	or	 a	 system	bug,	which	 triggers	huge	 traffic	
also	could	create	a	DDoS.	These	may	be	unintentional,	but	the	result	 is	
the	service	disruption	and	potential	financial/reputational	loss.	In	certain	
cases,	 this	could	be	due	to	a	 lot	of	media	coverage	or	an	offer	of	your	
company	and	a	huge	increase	in	the	traffic	to	your	website,	which	could	
bring	 down	 your	 service,	 considering	 the	 unexpected/unplanned	
capacity	issues.	
	
	
	

➢ Mistaken:	 In	 very	 rare	 cases,	 you	 could	 be	 a	mistaken	 identity,	where	
the	attacker	thought	of	you	are	part	of	a	targeted	set	of	the	institution	in	
their	 scheme	 of	 things,	 but	 it	might	 not	 be	 the	 case.	 Company	 name,	
nature,	 executive	 names	 and	 the	 geographical	 location	 could	 be	 the	
criteria	that	might	have	 included	you	on	the	targeted	 list	of	victims	for	
the	hackers.	
	



	 	
	

	

	
	

As	recently	discovered,	a	DDoS	attack	can	be	 initiated	by	almost	anyone	at	a	
very	cheap	rate	of	50$	for	30	minutes	(It	may	have	gone	even	cheaper	now).	
Plenty	 of	 tools,	 resources,	 websites	 (especially	 in	 the	 Dark	Web),	 which	 can	
utilize	 their	 botnets	 with	 a	 limited	 skillset.	 Determination,	 objective/goals,	
intentions,	and	few	dollars	in	hand,	with	a	disgruntled	mind,	could	trigger	the	
next	DDoS	attack	against	you.		

	

	

4. Types	of	DDoS	attacks	

	

DDoS	attacks	are	of	a	wide	variety,	based	on	the	attack	vector,	and	intensity	on	
which	it	is	being	planned	and	executed.		



	 	
	

	

	

	

	
	
	
	

	

1. Volumetric	Attacks	
	

Overwhelming	 of	 the	 network	 bandwidth	 with	 UDP	 (User	 Datagram	
Protocol)/ICMP	 traffic	 flood	 constitutes	 a	 volumetric	 attack.	 Here	 any	
counter	measures	at	the	victim’s	network	or	systems	are	of	not	much	value,	
considering	 the	 flooding	 of	 the	 network	 pipe	 (bandwidth)	 between	 the	
target	and	the	ISP	with	unwanted	attack	traffic.	Hence	the	legitimate	users	
are	not	able	to	reach	the	destination.	Resource	of	the	victim	is	unavailable	
for	 the	 business	 or	 needed	 users,	 and	 hence	 the	 service	 interruption	
happens,	without	having	much	control	at	their	end.	The	volumetric	attack	is	



	 	
	

	

one	 of	 the	 most	 common	 DDoS	 attacks	 these	 days,	 as	 many	 of	 the	
organizations	 are	 underprepared	 for	 this,	 which	 makes	 it	 easier	 for	 the	
attacker	 to	 execute	 with	 more	 potential	 targets	 at	 their	 will.	 One	 of	 the	
recent	 volumetric	 attacks	 was	 of	 1	 Tbps	 size	 and	 was	 initiated	 using	
infected	 botnets	 consists	 of	 smart	 devices,	 including	 video	 recorders,	
routers,	and	CCTV	cameras.	

Most	 common	 volumetric	 attack	 type	 is	 an	 amplification	 attack,	 which	
obviously	generates	higher	volume	through	amplification	of	the	traffic.	

2. Amplification	Attacks:		
Volume	based	Reflection	Denial	 of	 Service	 (DoS)	 attack,	where	 vulnerable	
systems	 on	 the	 Internet	 as	 the	 launching	 pad.	 In	 amplification	 attack,	
requests	send	to	these	open	servers	or	devices	for	service	with	victim’s	 IP	
address	as	the	source	address	by	spoofing.	Hence,	the	target	of	attack	is	the	
spoofed	 IP	 of	 the	 victim,	 to	 which	 the	 vulnerable	 servers	 respond	 with	
much	 larger	 packets	 that	 end	 in	 a	 Denial	 of	 Service	 (DoS)	 impact	 to	 the	
victim.	 	 Since	 unwanted	 response	 traffic	 to	 the	 victim	 may	 come	 from	
anywhere	in	the	world,	as	a	just	non-intrusive	affirmative	action	as	part	of	
the	Internet	networking	process,	the	victim	would	most	probably	fall	in	this	
kind	of	attack,	if	adequate	proactive	measures	not	in	place.	

Amplification	 attacks	 are	 a	 reality,	 since	 a	 high	 number	 of	misconfigured	
services,	 servers	 and	 desktops	 exist	 in	 the	 Cyber	 world,	 and	most	 of	 the	
network	 administrators	 still	 unaware	 of	 or	 ignorant	 on	 the	 basic	 security	
measures,	 which	 includes	 filtering	 of	 outgoing	 traffic.	 The	 most	 popular	
protocol	in	use	for	amplification	attacks	is	DNS	(Domain	Name	Service),	but	
other	 protocols	 like	 NTP	 (Network	 Time	 Protocol)	 and	 SNMP	 (Simple	
Network	Management	Protocol)	also	provide	amplification	features	and	are	
getting	 into	 the	use	 recently.	UDP	 is	a	 connection-less	protocol	and	being	
quite	 easily	 forged	by	 the	 attackers	 as	 by	 default	 it	 does	 not	 validate	 the	
source	IP	address.	

	

3. Traffic	Attacks	
	



	 	
	

	

Abusing	of	system	resources	by	attackers	can	create	DoS	and	sometimes	it	
could	be	a	DDoS	attack.	It	consists	of	a	scenario	where	the	attack	consumes	
actual	 server,	 network	and	other	 intermediate	 communication	equipment	
resources.	Attacks	targeting	firewalls,	load	balancers,	and	proxies	could	fall	
under	this	category.	It	could	be	executed	in	various	ways	through	protocol	
abuse	like	SYN	flood	attack,	or	sending	a	malformed	packet	as	in	the	case	of	
Ping	of	Death	attacks.	Also,	sending	only	parts	of	TCP	packets	(fragmented	
attack),	 that	disturb	 the	 capability	of	 the	 victim	 to	 re-assemble	 the	 traffic	
stream,	is	another	type	of	traffic	DDoS	attack.	
	
4. Application	Attacks	
These	 attacks	 target	 application	 vulnerabilities.	 The	 objective	 is	 to	 bring	
down	the	service	or	make	the	service	unusable	by	exhausting	the	available	
resources	through	the	unsuspected	type	of	traffic,	and	not	of	huge	sizes.	It	
falls	 under	 DoS,	 and	 when	 the	 attack	 origin	 or	 behavior	 is	 extremely	
distributed,	it	falls	in	the	DDoS	category.	

	

Current	attack	spectrum	

Attack	sizes	are	increasing	every	year,	and	the	latest	being	1	Tbps,	against	one	
of	 the	 hosting	 provider	 in	 France	 (OVH).	 Usage	 of	 smart	 devices	 and	 IoT	
(Internet	of	Things)	poses	a	huge	challenge	in	the	future.	

83%	increase	in	the	DDoS	attacks	 in	the	2nd	quarter	of	2016	compared	to	the	
first	quarter.	DNS	is	gaining	the	momentum	as	the	protocol	of	attack,	although	
still,	 NTP	 leads	 the	 pack	 with	 47%	 of	 all	 attacks	 have	 used	 it	 as	 the	 attack	
vector.	 In	one	year	period	from	April	2015	to	March	2016,	 Imperva	 Incapsula	
reports	that	it	blocked	an	average	of	445	DDoS	attacks	targeting	its	customers	
per	week.	



	 	
	

	

	

	

	

	

	

	



	 	
	

	

	

	

	

Researchers	state	that	reflection	attacks	are	on	the	rise	and	DNS	vulnerabilities	
are	one	of	the	major	arsenals	in	the	armory	of	attackers.	These	kinds	of	attacks	
have	 contributed	 to	an	 increase	 in	 the	number	of	 larger	DDoS	attacks	 in	 the	
first	half	of	2016.	There	were	274	attacks	sized	over	100	Gbps	in	the	first	half	
compared	to	just	223	in	all	of	2015.	46	attacks	were	sized	over	200	Gbps	in	the	
first	 half	 compared	 to	 16	 in	 all	 of	 2015.	 The	 average	 DDoS	 attack	 size	 also	
increased	 by	 30%	 in	 the	 H1	 2016	 compared	 to	 2015.	 The	 prediction	 by	 the	
industry	 is	 that	 the	 average	attack	 size	hit	 1.15	Gbps	by	 the	end	of	 the	 year	
2016.	 It	 warns	 that	 a	 1	 Gbps	 DDoS	 is	 enough	 to	 knock	 most	 organization	
networks	offline	completely.	



	 	
	

	

	

	

Kaspersky	Lab	reports	that	DDoS	attacks	are	increasingly	originating	from	Linux	
boxes	 in	 the	 year	 2016.	 	 70%	 of	 all	 DDOS	 attacks	 detected,	 launched	 from	
Linux-based	botnets.		Linux	botnets	have	the	inherent	capability	to	create	even	
around	150	Gbps	of	traffic	that	can	cripple	most	networks.	One	of	the	malware	
behind	 these	 botnets,	 XOR	 that	 gets	 installed	 on	 routers,	 and	 network	
attached	 storage	 devices	 (NAS).	 XOR	 was	 detected	 in	 2014	 and	 is	 getting	
executed	 using	 brute-force	 attacks,	 by	 guessing	 SSH	 login	 credentials.	 In	 the	
past,	windows	were	more	vulnerable,	and	origin	and	target	for	most	attacks.	In	
recent	 times	 it	 is	 replaced	 by	 Linux,	 due	 to	 the	 adoption	 of	 the	OS	 in	more	
organizations	and	areas,	which	opened	up	more	vulnerabilities	and	exposures.	

As	per	Kaspersky	Lab	reports	2016,	attacks	on	Chinese,	Brazil,	 Italy	and	 Israel	
servers	 are	 on	 the	 rise.	More	 Command	&	Control	 (C&C)	 sites	 are	 hosted	 in	
these	countries	too.	DDoS	attacks	were	noticed	in	more	than	70	countries	and	
are	on	the	rise,	where	77%	of	those	are	in	China	as	per	this	report.			("Botnet	
DDoS	 Attacks	 in	 Q2:	 Report	 by	 Kaspersky,	 28	 Oct.	 2016	



	 	
	

	

http://www.itvarnews.com/2016/08/02/botnet-ddos-attacks-in-q2-report-by-
kaspersky&http://usa.kaspersky.com/about-us/press-center/press-
releases/2016/Botnet-DDoS-Attacks-in-Q2-Linux-Botnets-on-the-Rise-Length-
of-Attacks-Increase	).	South	Korea	is	still	a	leader	in	C&C	hosting,	but	Germany	
and	Canada	dropped	out	of	 the	10	top	rating	targeted	countries.	Duration	of	
the	DDoS	attacks	increased	nowadays,	as	per	Kaspersky	report.	The	proportion	
of	attacks	that	lasted	up	to	four	hours	fell	from	68	percent	in	Q1	to	60	percent	
in	 Q2.	 Percentage	 of	 longer	 attacks	 grew	 substantially	 –	 those	 lasting	 20-49	
hours	 increased	 to	 9	 percent	 from	 4	 percent.	 Attacks	 that	 lasts	 50-99	 hours	
accounted	for	four	percent	(one	percent	in	Q1).	The	longest	DDoS	attack	in	Q2	
2016	lasted	291	hours	(12	days),	from	9	days	in	Q1.	

DDoS	attacks	continued	to	rise	gradually	in	the	second	quarter	of	this	year.	SYN	
DDoS,	 TCP	 DDoS,	 and	 HTTP	 DDoS	 continued	 as	 the	 most	 common	 attack	
scenarios,	the	percentage	of	attacks	through	SYN	DDoS	method	increased	1.4	
times	 to	76	percent	 compared	 to	previous	 year.	Doubling	of	 attacks	 through	
Linux	bots	 increase	amounted	to	 this	 rise	since	 these	Linux	machines	are	 the	
most	 efficient	 tool	 for	 SYN-DDoS.	 This	 report	 is	 the	 first	 analysis	 from		
Kaspersky,	where	DDoS	Intelligence	recorded	such	a	disparity	between	Linux-	
and	 Windows-based	 DDoS	 bots.	 Also,	 more	 than	 90%	 of	 the	 DDoS	 attacks	
concentrates	in	10	countries.	

A	Large	majority	of	DDoS	attack	are	relatively	short	in	duration	in	2016.	In	the	
first	quarter	over	93%	strikes	lasted	under	one	hour.	There	was	a	trend	change	
in	 that	 from	2015,	 as	Q2	2015,	 observed	only	 65%	of	 the	 attacks	 lasted	 less	
than	1	hour	and	remaining	was	of	higher	duration.	

Largest	attack	detected	in	the	second	quarter	of	2016	peaked	at	256	Gbps,	as	
per	VeriSign.	In	2016,	Average	attack	size	was	more	than	17	Gbps	which	is	an	
increase	of	214	percent	over	Q2	2015.	32%	of	 attacks	peaked	over	10	Gbps,	
and	75%	of	attacks	went	over	1	Gbps.	

Before	the	1	Tbps	attack	using	IoT	devices,	the	largest	and	fastest	DDoS	attack	
detected	 was	 of	 256	 Gbps	 that	 lasted	 for	 about	 15	 minutes.	 This	 attack	
continued	for	another	2	hours	at	a	rate	of	200	Gbps.	



	 	
	

	

45%	of	DDoS	attacks	targeted	the	IT	services	industry,	followed	by	the	financial	
sector	(23%)	and	public	sector	(14%).		

Most	 attacks	 continued	 no	 more	 than	 four	 hours,	 8.6	 percent	 lasted	 20-49	
hours,	and	4	percent	last	50-99	hours.	The	lengthiest	DDoS	attack	in	Q2	2016	
took	291	hours,	a	significant	surge	over	the	previous	quarter’s	maximum	of	8.3	
da	

	

5. How	to	Secure	from	DDoS	attacks	and	
its	impacts?	

	

So,	 if	your	website	disappears	from	the	Internet	on	one	beautiful	day	and	no	
orders	coming	through	on	one	of	the	busiest	days	of	the	year,	or	your	clients	
started	to	complain	that	your	website	or	online	portal	is	slow	or	not	reachable,	
you	might	 fall	victim	of	a	DDoS	attack.	You	are	not	alone,	as	 this	 is	 the	most	
devastating	 threat	 that	 is	 looming	 over	 the	 cyber	 world,	 especially	 to	
organizations	 that	 have	 a	 huge	 dependency	 on	 their	 online	 presence	 and	
availability.	 Financial	 institutions,	 governments,	 gaming	 companies,	 the	 list,	
goes	on.	

	

	

So	how	can	we	stop	a	DDoS	attack?	



	 	
	

	

	

	

	

	

	
	
	
	
	
	

1. Identify	a	DDoS	Attack	as	Early	as	possible	
	

It	 is	 critical	 to	 know	 that	 you	 are	 under	 attack,	 as	 early	 as	 possible,	
because	sooner	you	establish	that	your	website	or	portal	or	systems	are	
under	a	DDoS	attack,	the	sooner	you	can	start	to	work	on	the	mitigation	
measures.	 To	 do	 this,	 we	 need	 to	 be	 familiar	 with	 what	 is	
legitimate/normal	 traffic,	 so	 that	 we	 can	 detect	 when	 the	 incoming	
traffic	profile	changes.	Most	attacks	start	as	a	sharp	spike	in	traffic,	and	



	 	
	

	

it	 is	 helpful	 to	 be	 able	 to	 tell	 the	 variance	between	 a	 sudden	 surge	of	
legitimate	visitors	and	the	opening	of	a	DDoS	attack.	
	

2. Overprovision	Bandwidth	
To	 anticipate	 and	 accommodate	 a	 sudden	 spike	 in	 the	 traffic	 due	 to	 a	
business	change,	or	a	marketing	campaign	or	other	genuine	traffic,	make	
sure	that	your	network	bandwidth	is	overprovision	which	must	be	higher	
than	 what	 is	 required	 presently.	 However,	 even	 if	 you	 overprovision	
your	 bandwidth	 by	 500%,	 that	 likely	 won’t	 stop	 a	 real	 DDoS	 attack.	
However,	it	may	give	few	extra	minutes	to	act	before	your	resources	are	
overwhelmed.	
	

3. Defend	at	Network	Perimeter	
	

Some	of	the	technical	measures	that	can	be	taken	to	handle	attacks	of	at	
least	 certain	 nature	 –	 at	 least	 for	 the	 initial	 few	minutes,	 these	 could	
help	to	withstand.	Also,	the	exceptions	or	attacks	that	can	pass	through	
is	limited.	

	
	
✓ Rate	limit	your	router	to	stop	your	web	server	being	overwhelmed	
✓ Add	 filters	 to	 tell	 your	 router	 to	 drop	 packets	 from	 noticeable	

sources	of	attack	
✓ Timeout	half-open	connections	more	hostilely	
✓ Drop	spoofed	or	deformed	packets	
✓ Lower	the	SYN,	ICMP,	and	UDP	flood	threshold	values	to	be	more	

proactively	prevent	attacks	on	these.	
	

These	measures	have	been	effective	 for	handling	DoS	attacks	 in	the	
past	and	some	degree	of	DDoS	too.	However,	now	DDoS	attacks	have	
been	 too	 broad	 and	 complex,	 and	 these	 above	 measures	 may	 not	
have	any	significant	impact	over	a	period	of	larger	attacks.	

4. Fine	 tuning	 of	 the	 server’s	 OS,	 Application	 and	 network	 device	
configurations	



	 	
	

	

5. Configure	 Load	 balancers,	 firewalls,	Web	 Application	 firewalls,	 which	
can	mitigate	many	of	the	DoS	and	some	DDoS	attacks.	

6. Avail	DDoS	protection	service	from	your	hosting	provider,	 ISP	or	third	
party.	
	

Volumetric	 DDoS	 attacks	 can	 be	 prevented	 or	 mitigated	 only	 by	
someone	at	the	other	end	of	the	bandwidth	tunnel,	who	can	act	before	
the	 traffic	 enters	 to	 your	 network	 link.	 Most	 of	 the	 ISPs	 and	 DDoS	
protection	 service	 providers	 have	 their	 scrubbing	 centers,	 which	 can	
detect	abnormal	traffic	to	their	clients,	and	either	block	or	filter	out	the	
attack	 traffic.	 Momentary	 disruptions	 on	 the	 legitimate	 traffic	 by	 the	
customers	who	are	under	attack.	The	 traffic	 forwards	 to	 the	 scrubbing	
center,	only	after	detecting	an	anomaly	in	the	traffic.	If	the	appropriate	
configure	 of	 DDoS	 protection	 service	 is	 not	 done,	 false	 positives	 can	
deny	 legitimate	 traffic	 in	 some	cases.	 In	 cases	of	attacks	 that	 target	 to	
Internet	 link	 and	 hosting	 clients,	 who	 do	 not	 have	 DDoS	 protection	
service,	the	ISP	or	hosting	provider	may	have	to	null	route	the	traffic	to	
the	 particular	 customer.	 Here,	 all	 the	 traffic	 blocked	 to	 the	 customer	
under	 attack,	 at	 the	 backbone	 itself.	 Null	 routing	 ensures	 that	 other	
clients	 and	 the	 provider’s	 network	 do	 not	 break	 down	 for	 longer	
durations,	due	to	lack	of	adequate	security	measures	at	any	other	entity.	
	

Most	 of	 the	 DDoS	 protection	 service	 providers	 have	 large	 scale	
infrastructure	and	use	a	variety	of	technologies	including	data	scrubbing	
to	 help	 keep	 their	 client's	 website	 or	 online	 presence,	 without	 any	
impact	due	to	attack.	These	providers	can	then	send	clean	traffic	to	their	
customers	and	can	withstand	attacks	of	 the	 size	of	many	Gbps.	 It	may	
add	a	little	bit	of	latency	on	the	traffic,	but	still,	it	is	better	than	the	site	
is	fully	down.		
	

Some	of	those	providers	are	
	

✓ Akamai	
✓ Cloudflare	
✓ Arbor	Networks	



	 	
	

	

✓ Black	Lotus	
✓ Incapsula	
✓ Neustar	
✓ Nexusguard	
✓ Prolexic	
✓ VeriSign	
✓ Staminus	
✓ rOOt-Services	
✓ F5	Networks	
✓ DOSarrest	

	

Latest	 technological	advancement	and	 innovation	has	helped	the	DDoS	
protection	 service	 to	 come	 up	 with	 new	 mechanisms	 that	 are	 more	
efficient	in	handling	attacks	of	even	bigger	scale.	
	

BGP	FlowSpec	is	an	RFC	that	allows	the	ISPs	or	DDoS	service	providers	to	
enhance	 protection	 of	 their	 own	 and	 clients	 networks	 further.	 This	
additional	 protection	 is	 achieved	 by	 automating	 the	 process	 for	 SOC	
engineers	to	block	attacks	(by	invoking	ACL’s)	at	the	boundaries	of	their	
network	at	their	peering	connections,	allowing	them	to	prevent	attacks	
before	they	reach	their	global	scrubbing	centers.	
	

7. Incident	Response	Plan	
Make	sure	to	plan	and	document	every	action	to	be	taken	 in	case	of	a	
DDoS	attack,	by	analyzing	all	 the	 scenarios	and	possible	 controls.	Keep	
readily	 available	 all	 relevant	 documentation	which	 includes	 all	 contact	
names	and	telephone	numbers	that	are	relevant	to	cyber	security.	DDoS	
Mitigation	 companies	 can	help	 for	 analyzing	 the	 incident	management	
capability,	 by	 running	 a	 simulated	 DDoS	 attack,	 enabling	 us	 to	 design,	
develop	 and	 refine	 a	 rapid	 corporate	 procedure	 for	 reacting	 to	 a	 real	
attack.	
	

Crisis	 communication,	 which	 includes	 interacting	 with	 customers	 and	
other	stakeholders,	 is	an	 important	part	of	the	DDoS	Incident	response	
plan.	Some	cases,	the	DDoS	attack	could	go	up	to	24	hours,	and	a	good	



	 	
	

	

incident	 response	 plan	 can	 minimize	 the	 damage	 it	 creates	 to	 your	
business.	

	 	



	 	
	

	

	

6.	Conclusion	
DDoS	 is	 one	 most	 common,	 easy	 and	 anonymous	 model	 of	 attack;	 that	 is	
getting	more	and	more	takers	these	days.	Considering	the	enormous	number	
of	 infected	botnets	 across	 the	world,	 and	 smart	 devices	 and	 IoTs	 are	 joining	
the	vulnerable	bots	in	the	cyber	spectrum,	the	threats	associated	with	DDoS	is	
going	to	be	ever	increasing.	Since	the	objectives	of	the	attackers	may	vary	from	
script	kiddies	to	a	state	actor,	and	the	cost-effectiveness	of	the	attack	options	
give	 ample	 opportunities	 for	 the	 attackers	 to	 utilize	 this	 mode	 of	 cyber	
exploitation,	 DDoS	 is	 a	 highly	 dangerous	 phenomenon	 for	 the	 business	 and	
individuals	 across	 the	world.	Critical	 governmental	 services	or	public	utilities,	
and	 individual’s	medical	 equipment	 could	have	brought	down	 to	 its	 knees;	 a	
DDoS	attack	can	create	havoc	 in	the	society.	Multiple	 levels	of	defense	and	a	
proper	 business	 continuity	 plan	 with	 well	 thought	 out	 and	 trained	 incident	
management	 plans	 are	 the	 key	 factors	 of	 preventing	 or	 mitigating	 and	
containing	a	DDoS	attack.	

	

	

	


