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An overalldeep level analysisof why it isimportant to go backto basics,and basicsof risk based
approachtowardsinformation security. The sessionwill be coveringthe currentand historicalstate
of information security, its challenges,and the way to get the right security for any organization
Riskbasedapproach frameworks,high levelsteps,costbenefit analysis prioritization of corrective
measuresbased on risk categories,and presenting the information security plansto executive
managementbased on a risk based approach This is extremely key, when the organizational
perimeters are not physicalanymore, and organizational boundariescannot be clearly defined

within a firewall or a router, due to the adoption of new technologiesand solutionslike cloud, big
data, mobilesetc.




Questions snousimind?n.d ?
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Risk Based Securiyls it a new thing? Is it need of the hour? Time to go to basics?
Why should we move to risk based security model?

To get buy in from executive managements risk based security the answer? In fact, how can yol
sell security to the board with a risk based approach?

Risk based security with CeBenefit analysig Decision based on Dollars?
Can Risk based approach ensure effectiveness of Security?

How to go about it? What are the important elements to get the best out of it? Which is the right
framework to adopt?

Risk Management Evolution & Levels of Risk Management
What are the secrets of being successful with the approach?

What is the future directiog Any new addition
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Whats RisksBased&ecunity 2ty ¢

A Information Security decisions based on careful identification,
analysis and prioritization of risks

A Must be observable facts, measurable data to defend subsequent
analyses

A Risk Analysis is the research before the trip

A Focus on the areas that produce the greatest benefits




Why Risk/Based Security 2y ¢

Increasingly required to engage non-
technical executives for budget

Habitual security spending not
aligned with the business

More objective methods needec
to allocate limited budgets
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Interest in Risk
Management
Is spiking

Scary things in the news,
noticed by business guys

Compliance is driving the
conversation around risks




Why if s snipottant@ rn.t 2

Threat Landscape is changed
Z Cloud
Z Mobile Computing
Z Infrastructure

Z Ecosystem




Why It 1S smpostant@ rn.1 ¢

Threats originates from
Z Criminal syndicates
Z State sponsored attackers
Z Hactivists

Z Lone wolf hacker




Why it is smipoptant@ nt?

A Security budget increased
A ROl is not clear

A Major security incidents due to gaps in the security posture, after
Investing a lot

A Too many security products and solutions, but benefits not known/visible

Starts with Firewall
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Why it is smipontant@ nt?

AVisible, exposed security breaches/incidents

A More executive management had to answer for
security breaches

A Compliance/regulations

A Financial losses are found to be huge
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TRIGGERING FACTORS FOR RBSM

80%
73%
70%
60%
= Compliance
50% 47% 47% ) - I
= Recent security everg requiring external notification
40% Security close cail without external reporting
30% & General threat landscape facing your business,
0 technology, and employees
21% = It is right thing to dazchange rather than react to events
20%
10%
O% _—

Triggering Factors




A Proactive, rather than reactive

A Steady and slow change at the way organizations approach
Information security using a risk based model

A CSO/CISQ are being asked to prioritize risks/solutiopby
identifying which ones should be accepted as the cost of doing
business, and which one needs to be addressed




